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Guiding Principles
Why build a lab?
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Principles

• Do not test your skills on live sites; hence we build a lab.
• The lab should be segmented from your production environment.
• Once the lab is installed, always make a backup or take snapshot 

images of your lab (virtual environment).
• Document changes.
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The Environment
The sandbox environment where the target will be located.
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Virtual Box Amazon AWS VMware
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The Sandbox Stack
The sandbox and the needed applications  and services.
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Operating Systems Web Servers DB Servers Platform
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The Target Application
The target application that we can launch our attack against.
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WebGoatMutillidaeDamn Vulnerable
Web App

Xtreme Vulnerable
Web App
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XVWA
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DVWA
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Mutillidae
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WebGoat
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The Tool Suite
What are the web application tools that you need?
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OWASP ZAP

OWASP Web Testing Framework

Arachni Web Scanner

Mantra Browser Tool Suite
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Arachni
#pandorasecurity

Building Your Test Lab



OWASP WTF
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OWASP ZAP
#pandorasecurity

Building Your Test Lab



TIME FOR
Q&A

Building Your Test Lab

#pandorasecurity

Building Your Test Lab



Homework

• Build your own virtual environment lab
• Install XVWA and DVWA
• Install the following tools:

• OWASP ZAP
• OWTF
• Arachni
• Mantra

• Run the tools against your lab (XVWA and DVWA) and see the results
• Check out https://pentesterlab.com/ for more interesting & advance 

lessons
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