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We are a
Security-as-a-Service
company

Providing businesses with on-demand threat
detection & intelligence capabilities to
secure their IT infrastructure, 24x7.

We Make IT Secure

Who we are. Why we exist.
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prinsapal/

PRIN-CI-PLE

A rule or belief governing ones personal behavior.

Guiding Principles

Why build a lab?
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Principles

* Do not test your skills on live sites; hence we build a lab.
* The lab should be segmented from your production environment.

* Once the lab is installed, always make a backup or take snapshot
images of your lab (virtual environment).

* Document changes.
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@Virtuawox
vimware

Virtual Box Amazon AWS VMware

The Environment

The sandbox environment where the target will be located.
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The Sandbox Stack

The sandbox and the needed applications and services.
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' OWASP WebGoat v5.4

Damn Vulnerable Mutillidae WebGoat

\
Xtreme Vulnerable

Web App Web App

The Target Application

The target application that we can launch our attack against.
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XVWA

¢ XVWA - Xtreme Vulnerable Web Application - Mozilla Firefox ¥ @& £3)

J/ XVWA - Xtreme Vulnerable W... % \\-0-

A ‘(' @ 192.168.0.29/xvwa/setup/7action=do N BOCEH v | ® @y w #iv wBa U & 40 =

xvwa
Xtreme Vulnerable Web Application (XVWA) - Setup [

Home

Submit / Reset
Instructions

Setup / Reset

Connected to database sucessfully.

v
¥ Table comments sucessfully.
Attacks 7 Table products created sucessfully.
v

Table users created sucessfully.
SQL Injection

¥ Setup finished
SQL Injection (Blind)

OS Command Injection

XPATH Injection

Unrestricted File Upload

XSS - Reflected

XSS - Stored

XSS - DOM Based

| <>

SSRF / XSPA_
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Welcome to Damn Vulnerable Web App!
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Mutillidae

e OWASP Mutillidae Il: Web Pwn in Mass Product

Version: 2.6.10  Security Level 0 (Hosed)  Hints: Disabled [0 -1 try harder] Mot Logg

gale Hims  Togghe Somion Resst D Wiewlag Vi Coprased Nats  Hide Popap Fiss  Falyos 551

Mutillidae: Deliberately Vulnerable Web Pen-Testing Application

If'-'~ Like Mutiilidas 7 Check out how to help

i
? Whiat Should 1De7? & Wideo Tutorials

_ a Help Mi| i Listmg of vuinsrabilities

Deimsmunisn

(T "
Getting Started: ? Buig Tracker @Eug Feport Email Address
Praject Whitepaper
' ﬁ' What's Mew? Click Here ’ Release AnMOUNCEMENtS
Release
Announcements
PHP My Admin Cansobe % Feature Regquests

@ PANDORASEC URITY LABS Building Your Test Lab



#pandorasecurity

Aplicaciones Lugares mar 10 de mar, 00:15
WebGoat - Iceweasel

| WebGoat

€  @localhost:8080/W v ¢ | |Bv Google

String SQL Injection

Cookies / Parameters

SQL injection attacks represent a serious threat to any database-driven site. The methods Cookies
behind an attack are easy to learn and the damage caused can range from considerable to
complete system compromise. Despite these risks, an incredible number of systems on the
internet are susceptible to this form of attack.

comment
dormain
httponly  false

maxAge -1
Not only is it a threat easily instigated. it is also a threat that, with a little common-sense and

name JSESSIONID
forethought, can easily be prevented.

path

secure false
It is always good practice to sanitize all input data, especially data that will used in 0OS

command, scripts, and database queries, even if the threat of SQL injection has been
prevented in some other manner. version 0
General Goal(s):

CDAB70D0F382E71826F CE182E9830E0Q
value 5

Params
The form below allows a user to view their credit card numbers. Try to inject an SQL string that

results in all the credit card numbers being displaled. Try the user name of 'Smith', ParamValue
\ S 36
Enter your last name: [Smith‘ OR | J\ Go! | e

menu 1100

SELECT * FROM user_data WHERE last_name = 'Your Name'

No results matched. Try Again.

€ WebGoat - Iceweasel
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OWTF

OWASP Web Testing Framework

acachoi

i]THJ"I securitg sconner Fromework

Arachni Web Scanner

mantra
OWASP ZAP

Mantra Browser Tool Suite

The Tool Suite

What are the web application tools that you need?
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Arachni

hetps resthtml5.vulweb.com... % | s

@ localhost:3000/scans /9

TOGGLE VISIBILITY OF
= B Comments
Statistics

[l Charts

ACTIONS
@ [ share

8 Edit schedule

© Edit group memberships
@ Full edit

& | (B~ Google

@ 1 - | & Adminstator

Currently auditing:
. Inweb. i _arachni_trainer_150a84d206b913070839f304153e060=

Pages discovered Requests per second 95.73147797950737 Request concurrency
Running for 28948 Timed out requests 0 Response times

18 issues of 11 different types

Cross Site Unencrypted Comman Fasoword Aliowed Intoresting Cookde HupOniy Insecre
Request password directory field HrT response st conke <cookie
Fargery form with methods for
auto-complete parent
somain
Severity levels Issues by element

e

8 Form_dom
low W Link

W informational W Link_dom
I Coniie
I Cootie_dem
W Header
Lk template
I Link_template_dom

M Genericdam

Issues 11

Issues may be missing some context while the scan is running.
You better wait until the scan is over to feview them as the meta-analysis phase wil flag probable false-positives and other untrusted issues accordingly.
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OWASP WTF

http://zero.webappsecurity.com/ (198.00.21.104)

OWTF-AJ-001 Testing for AJAX Vulnerabilities

WTF-AJ-002 Testing for AJAX
OWTF-AT-001 Testing for Credentials Transport Passwords in clear-text
OWTF-AT-002 Testing for User Enumeration User Enumeration

OWTF-AT-003 Default or Guessable User Account Default accounts

= Refresh ¥ Run Plugins ™ User Sessions ﬁ

Info

Medium

High

OWTF-AT-004 Testing for Brute Force Critical

ECURITY LABS
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OWASP ZAP

\) Untitied Session - OWASP ZAP .
Eile Ean View Analyse Repot Tools Mep
b -@ 0@ | »+«»d )0

v @ rsnes |Meader Tet (@] |Boay.Tea 1w] ()
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v (@ s www.owasp ofg
» @ mages
» @@ mindexonp
L5 7 GETSoad pho(" cetug lang moduses.only shin) | |
(%) 1= GET 1000 phg{0ebug Jang mooules only sSkinvers.
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TIME FOR

Q&A

Building Your Test Lab
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Homework

* Build your own virtual environment lab
* Install X\VWA and DVWA

* Install the following tools:
* OWASP ZAP
* OWTF
* Arachni
* Mantra

* Run the tools against your lab (XVWA and DVWA) and see the results

* Check out https://pentesterlab.com/ for more interesting & advance
lessons
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