




Cyber	  Risks	  and	  Threats	  

Malware	  Invasion	  

Short	  for	  malicious	  
so5ware,	  is	  so5ware	  

used	  to	  disrupt	  
computer	  opera9on,	  
gather	  sensi9ve	  

informa9on,	  or	  gain	  
access	  to	  private	  
computer	  systems.	  

Iden9ty	  The5	  	  
Stealing	  someone's	  

iden9ty	  in	  which	  someone	  
pretends	  to	  be	  someone	  
else	  by	  assuming	  that	  

person's	  iden9ty,	  usually	  
as	  a	  method	  to	  gain	  
access	  to	  resources	  or	  
obtain	  credit	  and	  other	  
benefits	  in	  that	  person's	  

name	  

Phishing	  Scams	  	  

Phishing	  is	  the	  act	  of	  
aBemp9ng	  to	  acquire	  
informa9on	  such	  as	  

usernames,	  passwords,	  
and	  credit	  card	  details	  
masquerading	  as	  a	  

trustworthy	  en9ty	  in	  an	  
electronic	  

communica9on.	  



Philippines:	  Phishing	  Sites	  
Sta7s7cs	  
	  

Resource:	  Microso,	  Intelligence	  Report	  Volume	  15	  January-‐	  June	  2013	  

Phishing	  ABacks	  are	  prolific	  in	  the	  Philippine	  Websites.	  



Small	  Merchants	  and	  Ecommerce:	  	  
Big	  Targets	  for	  Card	  Informa7on	  Thieves	  

	  

Resource:	  Jared	  Matkin;	  Enterprise	  E-‐commerce	  Technology	  Study	  



The	  use	  of	  Digital	  Cer7ficates	  
	  



Data	  Integrity	  	  
over	  the	  Network	  

Eavesdropping	  

I	  am	  sending	  sensi9ve	  
informa9on.	  



Strong	  Authen7ca7on	  
	  of	  the	  Website	  

This	  is	  xx	  store.	  Please	  input	  
your	  credit	  card	  details.	  

Legi7mate	  

Fraud	  

Why	  am	  I	  being	  
asked	  this?	  	  





SSL 
CERTIFICATES 
SECURE THE DATA 

BETWEEN THE 
WEBSITE AND THE 

END-USER. 



END	  
USER	  

Cer7ficate	  issuance	  
request	  

Registra9on	  
Authority	  

Repository	  Issuing	  
Authority	  

Iden7ty	  verified	  
Please	  issue	  digital	  
cer7ficate	  

Issue	  digital	  
cer7ficate	   Register	  this	  digital	  

cer7ficate	  to	  repository	  

How	  SSL	  cer7ficates	  
are	  obtained?	  

Cer7ficate	  Authori7es	  



How	  SSL	  connec7on	  works	  
compared	  to	  regular	  network	  
connec7on	  .	  

Client	  
• HTTP	  
Request	  

Server	  
• HTTP	  Reply	  

Client	  

• (TLS	  Handshake)	  Hello,	  I	  support	  XYZ	  
Encryp9on,	  and	  I	  am	  trying	  to	  connect	  to	  
’www.domain.com'.	  

Server	  

• (TLS	  Handshake)	  Hi	  there,	  here	  is	  my	  public	  
Cer9ficate	  for	  www.domain.com,	  and	  let’s	  
use	  this	  encryp9on	  algorithm.	  

Client	  
• (TLS	  Handshake)	  Sounds	  good	  to	  me.	  

Client	  

• (Encrypted)	  HTTP	  Request:	  Can	  you	  please	  
send	  me	  /contact.html	  on	  
www.domain.com	  

Server	  
• (Encrypted)	  HTTP	  Reply:	  Here	  is	  the	  
content	  you	  requested.	  



Benefits	  of	  SSL	  Cer7ficates	  
	  to	  E-‐commerce	  

Secures:	  
•  Confiden9al	  Financial	  	  
	  	  	  	  	  	  	  	  Informa9on	  	  
•  Log-‐in	  Informa9on	  	  
•  Personal	  Informa9on	  

	  



SSL Certificate 
 provides strong 
authentication to 

websites in which it 
represents. 



EV	  SSL	  
	  

Extended	  Valida7on	  is	  the	  
	  highest	  class	  of	  SSL	  available	  
	  	  

Ac7vates	  the	  green	  address	  bar	  
	  

Clear	  security	  indicator	  that	  increases	  USER	  TRUST	  
	  

Prevents	  Phishing	  aSacks	  



WEBSITE	  WITH	  SITE	  SEAL	  

Site	  Seal	  	  

Website	  Profile	  



CAs	  offer	  SITE	  SEAL	  to	  provide	  
Assurance	  and	  Authen7ca7on	  



RECAP	  	  
•  Provides	  strong	  Authen7ca7on	  of	  the	  
website.	  

•  Increase	  Trust	  through	  preven7on	  of	  
Phishing	  ABacks	  

•  Data	  Security	  through	  SSL	  Cer7ficates	  over	  
the	  network.	  





About	  the	  Speaker	  

Moises	  Merin	  is	  the	  Country	  Manager	  for	  GMO	  GlobalSign	  Inc.	  –	  
a	  Cer9ficate	  Authority	  securing	  online	  iden99es,	  data	  and	  
transac9ons.	  In	  2010,	  he	  joined	  GlobalSign	  and	  has	  travelled	  to	  
Asia	  Pacific	  territories	  of	  GlobalSign	  to	  understand	  the	  different	  
consumer	  behaviors,	  security	  status	  and	  maturity	  level	  of	  his	  
markets.	  
	  



1.	  Are	  Philippine	  E-‐Commerce	  Sites	  
today	  secure?	  

e-‐Commerce	  websites	  in	  the	  Philippines	  are	  not	  secure	  because:	  
	  
•  The	  exis7ng	  Electronic	  Commerce	  Act	  of	  the	  Philippines	  has	  weak	  provisions.	  

–  While	  RA	  8792	  men9ons	  the	  use	  of	  electronic	  signature	  on	  documents	  issued	  by	  ecommerce	  owners,	  it	  does	  
not	  have	  strong	  implemen9ng	  guidelines	  to	  ensure	  the	  security	  of	  the	  Electronic	  Signatures	  used.	  	  

–  The	  law	  does	  not	  impose	  the	  use	  of	  Server	  Cer9ficates	  (SSL	  Cer9ficates)	  on	  ecommerce	  sites	  to	  protect	  
online	  buyers'	  financial	  informa9on.	  

–  The	  Government	  does	  not	  run	  ac9ve	  campaigns	  to	  ensure	  every	  online	  retailer	  is	  aware	  of	  the	  exis9ng	  law.	  
More	  so,	  it	  does	  not	  mandate	  these	  ecommerce	  sites	  to	  enforce	  security	  measures.	  	  
•  The	  Government	  itself	  is	  yet	  to	  adopt	  high	  assurance	  online	  security	  protocols.	  	  
•  The	  DTI,	  the	  agency	  assigned	  to	  lead	  the	  adop9on	  of	  security	  measures	  in	  ecommerce	  sites,	  may	  not	  be	  ac9vely	  tracking	  

ecommerce	  sites.	  	  
•  Majority	  of	  online	  retailers	  in	  the	  Philippines	  use	  free	  hos7ng	  plaZorms	  and	  Social	  Networking	  

Sites	  as	  online	  point	  of	  sales.	  	  
–  Most	  o5en,	  interna9onal	  brands	  extending	  market	  in	  the	  Philippines	  are	  those	  who	  have	  their	  own	  domains	  

and	  SSL	  cer9ficates.	  Since	  their	  sites	  are	  hosted	  and	  managed	  in	  other	  country	  where	  SSL	  is	  more	  popular	  
and	  encouraged.	  	  

•  Online	  retailers	  do	  not	  see	  Digital	  Cer7ficates,	  SSL	  cer7ficates	  par7cularly,	  as	  wise	  investments.	  	  
–  Most	  Filipinos	  are	  s9ll	  not	  comfortable	  with	  online	  purchases.	  Ordering	  of	  product	  is	  online,	  but	  payment	  

s9ll	  happens	  over	  the	  counter	  or	  COD.	  	  



2.	  What	  security	  measures	  should	  be	  
taken	  to	  ensure	  the	  security	  of	  our	  

websites?	  	  
•  Implement	  strict	  IT	  security	  policy	  in	  the	  
webserver	  and	  the	  website.	  

•  Secure	  sensi9ve	  informa9on	  over	  the	  network	  
by	  implemen9ng	  security	  protocol	  such	  as	  SSL.	  

•  Install	  An9-‐Virus	  or	  An9-‐Malware	  applica9ons	  
on	  the	  end	  user’s	  computer.	  

	  



3.	  What	  are	  the	  cost	  investment	  in	  
rela9on	  to	  it?	  

	  Implemen9ng	  SSL	  as	  a	  security	  protocol	  will	  cost	  
around	  Php	  11,000.00	  to	  Php	  40,000.00	  
annually	  depending	  on	  the	  type	  of	  SSL	  
Cer9ficate	  that	  will	  be	  implemented.	  



E-‐Commerce	  Strategy	  Blueprint	  
sugges9on	  

•  In	  connec9on	  to	  securing	  e-‐Commerce	  websites	  
using	  SSL,	  I	  suggest	  that	  major	  organiza9ons	  
suppor9ng	  E-‐Commerce	  in	  the	  Philippines	  
endorse	  in	  a	  memorandum	  the	  need	  for	  e-‐
Commerce	  websites	  to	  get	  the	  appropriate	  level	  
of	  SSL	  protec9on	  from	  Cer9ficate	  Authori9es.	  

•  These	  organiza9ons	  should	  recognize	  their	  
members’	  achievements	  around	  securing	  their	  
own	  e-‐Commerce	  opera9ons	  in	  view	  of	  the	  
business	  case	  and	  moral	  responsibility	  of	  securing	  
online	  iden99es,	  data	  and	  transac9ons.	  


